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Undergraduate degrees in French and Psychology from
King’s College, Wilkes-Barre, PA

Intelligence Officer in the Army for 7 years

2x Combat Deployments
3x Rotations at the Joint Rotational Training Center
Countless field exercises and Warfighter Exercises

Pursuing my MGIS with GEOINT Option from Penn
State University




What is a MCP or "Main
Command Post”

“A main command post is a facility containing the majority of the staff designed
to control current operations, conduct detailed analysis, and plan future
operations (FM 6-0). The main CP is the unit’s principal CP serving as the
primary location for plans, analysis, sustainment coordination, and
assessment.” — Army Techniques Publication 6-0.5, para 1-20
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What is a COP

“The Common Operational Picture is a display of relevant information
within a commander’s area of interest tailored to the user’s requirements
and based on common data and information shared by more than one
command.” - Army Doctrine Publication 6-0, para. 3-54




Check el Checkm.u €

Raven 5
h ar~ Checkmate 7 ® 21085 2: 15tPR repars 1 At WL3SS333 (A0 tAGLE)

cckmafe
heckmppate 3 21 AL Pa 1 .
® 2104 Z: Insurgent (eader st WL357 310 (A0 EAGLE
Che‘hn%«kmatz : 1 Checkmate 8 ® Potential JED attack indicated by
12

2103 1 1ctPR reportc hotspot &t Wid67414
gpno 1 . ©

2103 2: 1Pt reports dead snumal At WAt a4
3
i

°
heckmate 13 ® Ar noeded for 4thPlk VIC WLS35368
heckmate 14 ©® 2102 Z: AthPR rep orts ot WLADP 148 (AQ HAWK)
heckmate 15 @ 21027 Sroraft under e VIC WLABSIES L AO HAWK)

. Checkmate 16 (" PIED 2103 Z e A P B Wikl vhda B el
Raider § q by =T
Raider 6
Ralder 7
Raider 8 @Cowboy o

Cowboy 15
Cowboy 14
Cowboy 13

Ralder 1 &
alder 2
Raider 3

aider 9 Raider 4

Jer 10 LCIR List
‘ 01"’"'9""' t ¥i2 @ 110 J(TIC) - 21052 - WLISSI4D
fer 11 e bOV i1 8 Insuigant Leader [Insurgent Leader) - 2104 2 - WLIS57310

w12 COWNV 10 ® 2hakian Clan (pocable match): 2103 2 - WLISSZIN (AO MAWK )

SO Active CCIRS

-
ki Demonstration) - 2102 T - Wi409148
Ralder 13 OX!D ® e el i

VUED) « 2053 T~ WLas0276
idér 14
alder 15
v« alder 16

< . 2103 2

N unslinger 8







Agenda

Relevance/Background

Digital Vs. Analog COPs

Designing the Analog COP

Human-Centered Design and Design Thinking
Project Timeline

* Questions/Comments




Relevance/Background

Over-reliance on
computerization yields
deeper susceptibility to
hostile disruption and

automation.

Lack of or sabotaged
logistical requirements
(fuel for generators to

maintain power, no local
Infrastructure to rely on,
etc.)

Poor environmental
conditions (rain, storm,
space weather
interference with network
connectivity and
SATCOM)

-~

Digital systems can be
cumbersome,
complicated, and
unreliable (lack of
network establishment
knowledge)




Over-reliance on
computerization yields
deeper susceptibility to
hostile disruption and

automation.

* The 2018 National Defense Strategy turns the military focus towards “Inter-State
strategic competition.”

« U.S. Army Training Circular 7-100 “The Hybrid Threat” which represents, in a
general way, the future threats the U.S may face as well as compiles capabilities
of actual threat forces. Among them are:

Electronic warfare (EW).
Deception.

Physical destruction.

Protection and security measures.
Perception management.
Information attack (1A).

Computer warfare.
* These capabilities are also highlighted in Daniel Pinkston’s “Inter-Korean Rivalry
in the Cyber Domain: The North Korean Cyber Threat in the "Son'gun” Era”




Lack of or sabotaged
logistical requirements
(fuel for generators to

maintain power, no local
infrastructure to rely on,
etc.)

15k Generator has an 8.6 gallon tank for JP-8 with a 0.77 gallons/hour burn rate.
30k Generator has a 23 gallon tank for JP-8 with a 2.6 gallons/hour burn rate.

Up to 14x generators to run a Brigade level CP. — Lombardo and Selby. Iron
Brigade’s Combat-Team Pursuit of Mobile Command-Post Capabilities. Lessons-
Learned About Command Posts. 2017.




Space weather such as
solar flares or magnetic
storms can cause
significant disruption in
Satellite Communications
by adding several
Gigawatts of electricity to
the atmosphere.

Terrestrial weather such
as rainfall and thunder

storms can also degrade
Satellite Communications

due to interference with the

Satellite’s link.

Poor environmental
conditions (rain, storm,
space weather
interference with network
connectivity and
SATCOM)
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Digital systems can be

cumbersome,
complicated, and
unreliable (lack of
network establishment
knowledge)

Mission Command Systems are
typically transported using several
large tough boxes.

Several systems are used to create
one COP as each system provides
a different layer.

The Brigade or Battalion relies upon
one Staff section known as “the S6”
to establish the network and
connect all relevant systems to the
network and each other which is
very time consuming and complex.

Portrayal of MCIS

« Each system owns an integrated

layer of the COP

« All systems are feeding a central

server or service on the BCCS

« Being a part of MCIS ensures each

system can talk to each other

« Seamless communication across

WiFs

« Integrated & open view of data for

situational understanding & targeting

MCIS Realities

« Each system owns a disparate layer of | ==

the COP

« All systems feed the DDS to feed the

T™MC

« Systems can only communicate

between each other via the DDS

« Fractured & limited communication

across WfFs

« Reliant on specific message formats to

communicate specific & limited data

Army Mission Command Systems
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Portrayal v. Realities of MCIS. Hopp, G. Modern War Institute. (2019)




The Army’s focus on digital
systems...

‘A nine-Soldier infantry squad is dependent on up to 150 satellites from five different
satellite constellations, and a standard Army Infantry Brigade Combat Team has over 2,500
Program of Record items of space-enabled equipment on its Modification Table of
Organization and Equipment (MTOE).” — Coffey, et. al. Tactical Staff Considerations for
Winning In a Denied, Degraded, and Disrupted Space Operational Environment. News
From the CTC. 01 February, 2019.

... and the detrimental effect
on analog systems.

No design standardization, examples, or recommendations on analog COPs in
doctrine.

No assigned equipment on the Modified Table of Equipment associated with an
analog COP.

Examples come from Lessons Learned publications.




How We Know We Need to Do
Better

» Since 2016, military Combat Training Centers simulate
an austere environment similar to what can be
expected in an Inter-State power competition
sometimes referred to as “great power competition
(GPC)".

 Although digital systems are tested, the scenario calls
for all digital systems to fall, forcing the units to
continue the battle on analog systems.

« Several Lessons Learned publications indicate that
units quickly lose situational awareness when forced to
shift to analog systems, especially the analog Common
Operational Picture (COP)




Developing A Design For The
Analog COP

* Much like a digital GIS, the COP “is a framework for gathering, managing, and
analyzing data. Rooted in the science of geography, GIS integrates many
types of data. It analyzes spatial location and organizes layers of information
into visualizations using maps and 3D scenes.” Esri. 2020. “What is GIS?” Esri
Website.

Commercial companies have attempted designs but fail.

Standard Command Board. Command Concepts. 2018. Battle Board Swift 4.0. Battle Board. 2020.




Design Methodology: Human-
Centered Design + Design Thinking

Brainstorm and

create solutions.
Build representations
of one or more |deas)

Define 5
Z -
Learn about TGSt

the audience.

Sharpen key
questions. (
Human-Centered Design Process. IDEO.org. 2020. Test ideas and gain

user feedback.

Design thinking process. Stanford’s d.school. 2020.
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DEFINE

@

— TEST—

Using Human-Centered Design with Design Thinking. Hoover, C. Moving World Institute. 2018




HCD + DT Process

Empathize
- Interviews
- Personal Experience

& Test

i Define
- Distribute prototype to one
operational unit during a - Frame the problem
local training exercise and - Codify requirements
gain feedback

Prototype W (

- Develop prototype for
presentation to Center for - - Unit brainstorming session
Army Lessons Learned

Ideate




Project Timeline

Present at
DGl Virtual
Conference
Presentation (2-3 FEB
596A 20)

O C @

Conduct
interviews and
brainstorming

sessions

@

Refine
based on
Feedback

Present
virtually at
Center for

Army
Lessons
Learned

Conference
(TBD in
Spring)

o @

Test
prototype
at local
field
exercise
(NLT 30
APR)

Develop
Prototype
(10 APR 20)
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Questions/Comments




